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Executive Summary 

Public administration in Germany is effectively dependent on Microsoft in cen-
tral areas of its IT. With closed ecosystems, targeted product bundling, restric-
tive license management and massive lobbying, the company has built up a 
quasi-monopoly position. This systematically stands in the way of open, free 
and fair competition in the European cloud market.  

The consequences are limited freedom of choice, 
growing security risks, a lack of transparency and 
dwindling budgetary sovereignty in public budgets. 
Lock-in effects act as leverage: proprietary standards, 
the close integration of client, server and cloud as well 
as high migration costs to alternative solutions, keeping 
public authorities in the Microsoft ecosystem. Digitally 
sovereign alternatives stand virtually no chance despite 
the wide range of offerings available. At the same time, 
the announced move away from perpetual on-premise 
licenses and the transition to mandatory subscription 
models with an Azure connection from 2029 will exac-
erbate dependency. Prices and conditions are moving 
into Microsoft‘s sphere of influence - including currency 
and escalation risks.

These accumulating factors are toxic for the digital 
sovereignty of public administration. The state loses 
control over code, update policy and data flows. This is 
because Microsoft shields central components, such 
as trade secrets, and rolls out global updates that can 
neither be comprehensively audited in advance nor 
sufficiently customised to meet the needs of German 
authorities. Security incidents in recent years - from 
supply chain disasters to data breaches - have shown 
how vulnerable a centralised cloud model can be: any 
weakness in the core radiates to the periphery and 
makes the state potentially vulnerable. There are legal 
and compliance uncertainties to consider as well, such 

as non-transparent processing of diagnostic data, ex-
traterritorial data dominance and limited ability to check 
what exactly happens when systems are accessed 
remotely for maintenance. Even seemingly sovereign 
operating models do little to change this: partially 
sovereign design variants with national data centres 
or “EU data borders” address symptoms, not causes. 

As long as code, updates and architecture control are 
located within a single company, legal and technical 
dependencies remain – even if higher prices for such 
“security shells” without real independence will worsen 
cost control.

In terms of competition policy, Microsoft is shifting 
market logic through strategic bundling of individual 
products and closely interwoven sales networks. For 
example, the Teams communication tool is included 
but interfaces are not sufficiently open, so interoperable 
alternatives lose their traction. Decades of lobbying, 
dense partner structures and multi-year framework 
agreements consolidate dominance, making it difficult 
for public procurers to anchor manufacturer-indepen-
dent, modular architectures in the digital machine 
room. This creates a vicious circle: politicians react to 
short-term operational capability; the market adapts 
to dominance and then the state’s strategic ability to 
control its IT working environment in a self-determined 
manner decreases.

These accumulating factors are tox-
ic for the digital sovereignty of public 
administration. The state loses con-
trol over code, update policy and data 
flows. 

As long as code, updates and architec-
ture control are located within a single 
company, legal and technical de-pen-
dencies remain.
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This situation is not compatible with the political goal of 
digital sovereignty. After all, digital sovereignty requires 
genuine freedom of choice - technically, legally and 
economically. The cycle of the BMI framework agree-
ment with Microsoft (now running until 2028 and the 
formational basis for most procurement processes 
at federal, state and local level) should be used as a 
transition phase to plan and implement a gradual move 
away from monolithic IT dependencies. This includes 
the binding anchoring of open standards and interfac-
es in future contracts (portability, interoperability, exit 
rules), cross-vendor reference architectures with clear 
workload criteria instead of cloud compulsion, man-
datory audits with code insight under confidentiality, 
unchangeable and continuously verifiable logging of all 
remote access, key sovereignty with the authorities as 
well as reliable cost and dependency balances across 
all administrative levels. The German state itself must 
take the lead instead of being enticed by promises of - 

as the German Informatics Society puts it - “sovereign-
ty washing”. Antitrust investigations should examine in 
detail all licensing and bundling practices that effec-
tively undermine freedom of choice and address them 
with appropriate regulatory measures. At the same 
time, the EU member states are called upon to promote 
European and open alternatives in a targeted manner 
- through consortia, reference implementations and a 
coordinated EU procurement strategy that positions 
Germany as an anchor customer and endorses the 
negotiating power of the public sector across national 
borders. France and Germany should use the “Digital 
Sovereignty 2025 Summit” on November 18, 2025 to 
set the decisive course for a sovereign administrative 
cloud worthy of the name.

The public sector must lead by example. This entails 
actively and immediately reducing existing depen-
dencies on Microsoft, setting up pilot and migration 
paths for open, interoperable solutions, finance skills 
development and focusing strictly on procuring modu-
lar solutions. Digital sovereignty is not a PR label, but 
a government mandate. It is created through political 
leadership, technical implementation and competitive 
enforcement. Those who consistently rely on open 
ecosystems today will reduce security and supply chain 
risks tomorrow, strengthen budgetary sovereignty and 
create a resilient IT basis that is sustainable across Eu-
rope. After all, only a state that controls and sovereignly 
manages its own work bases, infrastructures and com-
munication processes is resilient to external threats.

The German state itself must take the 
lead instead of being enticed by prom-
ises of - as the German Informatics 
Society puts it - “sovereignty washing”.

https://gi.de/themen/beitrag/kritik-zu-souveraenitaets-washing-von-big-tech
https://gi.de/themen/beitrag/kritik-zu-souveraenitaets-washing-von-big-tech
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Chapter 1: 

Introduction  

If you go into a German office, you will not just find 
piles of files, paper clips and stamps on the desks, but 
also - as with most German offices - computers. Even 
if it seems different from the perspective of citizens, 
who often still have to communicate with governmental 
departments by post, the work routines of the public 
sector have largely been technologically connected in 
recent decades. Without hardware and software, most 
authorities would not be able to work today. However, 
the increase in digital equipment has led to intensive 
business relationships with private IT service providers. 
At the software level, the Microsoft Group dominates 
digital administration. 

Any public administration employee booting up a 
government computer will generally see the Windows 
operating system logo. Anyone preparing an admin-
istrative act or writing memos will use Microsoft’s 
Office suite: Word for texts, Excel for spreadsheets 
and PowerPoint for presentations. Almost every job 
advertisement in the public sector requires confidence 
in using Microsoft applications. Yet when it comes to 
equipping the administration and its ability to work, it 
should be out of the question - the only exception to 
this, a transitional period - to justify dependencies on 
a single provider. For example, it is perfectly natural for 
the German administration to purchase printer paper, 
desks, laptops and filing cabinets from different pro-
ducers with the best price and offer in each case. This 
means that the state remains independent of individual 
suppliers and can always keep its procurement routines 
flexible. However, almost every budget of local author-
ities, federal states and ministries have a considerable 
amount of Microsoft licenses on the debit side of their 
budgets, with the prospect of using alternative provid-
ers and competitors left in a neglected corner.

The fact that the administration is drip-fed by a corpora-
tion which, according to the Federal Cartel Office, has 
an “outstanding cross-market significance for compe-
tition”, can come into conflict with the constitutional 

requirement that the administration must carry out 
its tasks independently and in accordance with legal 
requirements. 

What could the German government do if Microsoft 
stubbornly refuses to renegotiate the BMI framework 
agreement and simply doubles or trebles its prices? 
Ultimately, the answer to this question is all the more 
relevant if a single company, Microsoft, essentially 
holds and maintains a monopoly on productivity soft-
ware from the cloud in Germany, thereby deliberately 
hindering the switch to alternative providers in a free, 
open and interoperable market.

Despite the geopolitical upheavals, Germany is on 
the verge of deepening its cooperation with Microsoft 
in 2025, even though the US company is pursuing a 
business policy that aims to make the state even more 
dependent on its services. Furthermore, the Red-
mond-based company wants to persuade its users to 
no longer purchase its standard software from Outlook 
to Teams and PowerPoint via perpetual individual li-
censes, but to only use it with a connection to Microsoft 
Azure cloud. Other connections to Office programs are 
to be phased out by 2029, such as on-premise software 
licenses. 

Although there are individual alternatives to Windows, 
Office, Microsoft365 and Azure on the market and 
the first government players are already switching to 
alternative applications, Microsoft remains the top dog 
in public IT - both in the member states and in the EU. 

Despite the geopolitical upheavals, 
Germany is on the verge of deepening 
its cooperation with Microsoft in 2025, 
even though the US company is pursu-
ing a business policy that aims to make 
the state even more dependent on its 
services.

https://www.egovernment.de/die-bundesverwaltung-ist-abhaengig-von-microsoft-a-867383/
https://www.egovernment.de/die-bundesverwaltung-ist-abhaengig-von-microsoft-a-867383/
https://www.bundeskartellamt.de/SharedDocs/Meldung/DE/Pressemitteilungen/2024/30_09_2024_Microsoft.html
https://www.duncker-humblot.de/buch/der-grundsatz-digitaler-souveraenitaet-9783428159314/?page_id=1
https://www.duncker-humblot.de/buch/der-grundsatz-digitaler-souveraenitaet-9783428159314/?page_id=1
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A recent study by the Open Cloud Coalition has (once 
again) underlined Microsoft’s dominant market share 
in the office software (Office, 90%) and collaboration 
(collaboration, 84%) sectors. A high market share of 
over 80% naturally also leads to high revenues for the 
quasi-monopolist: Microsoft recently received an esti-
mated 198 million euros of German taxpayers’ money 
for licenses for Office and operating systems. Microsoft 
in turn invests the profits in extensive lobbying activities 
that further programme the licensing regime and prod-
uct logic for targeted and permanent dependencies.

There are various proposals for dealing with the Ger-
man administration’s dependence on Microsoft. A 
handful of these include a strategic exit from the Mic-
rosoft ecosystem by a set deadline, a binding require-
ment for open-source use in public IT procurement, to 
operating the Microsoft product range — including stor-
ing administrative data with a German company — and 
to strict, contractually guaranteed security measures 
and obligations by Microsoft itself.

In light of the current geopolitical situation, Germany 
and many other EU governments are striving for a state 
of “digital sovereignty”. Much of this debate focuses on 
the promotion of digital infrastructure and industry in 
the EU. While these efforts are commendable at a po-
litical and abstract level, their concrete implementation 
requires time, clear strategies and extensive invest-
ment. Breaking free from the dependencies that have 
developed over decades would be a long-term feat. 
This white paper sets out which obstacles stand in the 
way of digital sovereignty and what would be possible 
- on a political level - within the current technological 
environment to give the administration more freedom of 
choice over its digital working environment.

In the following chapter this white paper explores how 
European public authorities and companies have be-
come dependent on individual Microsoft products and 
show the disadvantages this entails for the state and 
the economy. Chapter 3 outlines the activities of the 
Microsoft group in the areas of lobbying and business 
model development, which are aimed at maintaining 
the existing monopoly position for operating systems 
and standard software in government digital workplac-
es. In Chapter 4, scenarios that can pave the way from 

the status quo to a “sovereign cloud infrastructure” 
in Germany and Europe are explored and in the final 
chapter a series of recommendations for action are 
formulated for political decision-makers.

Digital sovereignty   
is not aimed at self-sufficiency or digital isolation-
ism but is intended to give the state the oppor-
tunity to guarantee the technological freedom of 
choice to shape its digital working environment in 
accordance with strategy and the law. This goal 
cannot be achieved by striving for independence 
from non-European providers, i.e. only using Eu-
ropean or German companies. 

Rather, digital sovereignty means reducing prac-
tices that take away the state’s freedom of choice 
over its digital infrastructure. Digital sovereignty 
means that the conditions are in place for a fair 
market environment in which customers have a 
real choice between software and cloud provid-
ers within and outside Europe. In the best-case 
scenario, the state would assemble its IT land-
scape in a modular and needs-oriented manner 
from interoperable components that communicate 
with each other via open interfaces. The opposite 
of digital sovereignty is de facto dependency on 
both quasi-monopolists and a “kill switch” abroad 
that can monitor, or completely paralyse, digital 
administrative work.

https://opencloudcoalition.com/quantifying-eu-public-sector-dependence-on-productivity-software
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Chapter 2: 

The status quo - The Microsoft empire and its 
background

The IT group, founded by Bill Gates in the USA in 1975, 
knows how to build, maintain and strengthen customer 
loyalty right from the birth of the cloud age. This is the 
result of years of intensive marketing and lobbying by 

the Redmond-headquartered company. It is in the legit-
imate economic interest of an internationally success-
ful IT group to consolidate and expand its market share 
in the public sector, so it is not surprising therefore 
that they may want to expand into other sectors. If the 
authorities are already relying on Microsoft for most of 
their computing systems, why not tap into other seg-
ments of government IT? 

I. Microsoft‘s market power in the public 
sector and its causes
A recent study by the Open Cloud Coalition anal-
ysed Microsoft‘s dominant market share in standard 
software, in comparison to Amazon Web Services and 
Google. In the “Office” area, the authors calculated a 
market share of 90% and 84% in the “Collaboration” 
feature. This is why this white paper will focus on the 
“strongest player in the game” and not on its current 
competitors from the USA. Microsoft‘s market power 
is reflected in high utilisation and hence revenues from 
the public sector. In Germany, Microsoft incurs license 
costs of 197.7 million euros at federal level alone (i.e. 
not including figures from the 16 federal states and over 
11,000 municipalities). Increased licensing costs has 
become an emerging trend: since 2017, costs at Ger-
man federal level have risen by more than 250 percent, 

as reported by IT magazine heise. Of the total costs, 
98.5 million is attributed to perpetual licenses, 29 
million to subscription models and 69 million to “other 
services and products”. 

A minor question in the German Bundestag at the 
beginning of 2025 revealed that the federal govern-
ment relies on proprietary software for 99.9 percent of 
its operating expenses for cloud applications. Microsoft 
clearly has the highest share here. However, although 
there is much doubt and criticism in the digital policy 
discourse about the sensible and legally compliant 
use of Microsoft software with many questions still left 
unanswered (see X. below), numerous public bodies 
are still downloading Microsoft Teams. These bodies 
will then be tied into messaging, working on documents 
and holding video conferences on servers flanked by 
Microsoft licenses or subscriptions. 

Does it make political sense for the anchor customer, 
the state, to be dependent on the strategic decisions of 
a single provider? In the following sections, we present 
some of the reasons why the German administration 
has become so dependent on a single provider.

1. Platform and lock-in effects favour dominant 
market position
Microsoft is so widespread on German public sector 
IT infrastructure that it cannot be explained solely by 
there being no alternatives to Microsoft on the market 
or that “MS” products are unbeatably good. It is more 
likely that Microsoft is using its political capital, which 
the company has built up and implemented for de-
cades through lobbying activities and extensive public 
relations work, its market knowledge and its license 
management. This last being strategically rooted in 
its product development, from the Windows operating 
system and standard software (MS Office) to email 
servers (Exchange) and cloud (Azure / OneDrive), by 

It is in the legitimate economic inter-
est of an internationally successful IT 
group to consolidate and expand its 
market share in the public sector, so 
it is not surprising therefore that they 
may want to expand into other sectors.

https://opencloudcoalition.com/quantifying-eu-public-sector-dependence-on-productivity-software/
https://www.heise.de/news/Bund-Lizenzkosten-fuer-Microsoft-auf-hohem-Niveau-insgesamt-neuer-Rekord-9744319.html
https://mdb.anke.domscheit-berg.de/2025/04/pressemitteilung-cloud-souveranitat/
https://mdb.anke.domscheit-berg.de/2025/04/pressemitteilung-cloud-souveranitat/
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way of expanding its market share in the public sector. 
The company itself can hardly be blamed for its entre-
preneurial success - it is trying to improve its sales and 
profits by whatever means possible; the responsibility 
lies with regulators, rather than expecting Microsoft to 
restrict itself.

In its market-penetrating role, Microsoft uses means 
that tend to undermine the goal of fair competition on 
the EU internal market. Its technical term is ‘the lock-in 
effect’ where switching to another provider is deliber-
ately more costly than sticking with the current provider, 
effectively keeping organisations from switching to a 
competitor. Thus, the principle of supply and demand 
fails. If those considering switching fear that a change-
over will cost time and money, involve major internal 
changes and potentially lead to a loss of data, they 
will shy away from the change. Professor of competi-
tion law Ruppert Podszun describes lock-in effects as 
follows: “Due to thoroughly integrated, closed ecosys-
tems, users are tempted not to leave these ecosystems 
in order to take advantage of alternative offerings, if 
interoperable at all”. Through its strategy of product 
development in an exclusively Microsoft-dominated 
ecosystem, the company has managed to use lock-in 
effects to its advantage.

Microsoft also uses its dominant market position and 
financial leeway to shape the supply chain to suit its 
own objectives. On several occasions, the Group has 
succeeded in forcing European competitors to play by 
its own rules, either through Microsoft sales techniques 
or turfing them out of the competition in other ways. 
The licensing system and sales channels have repeat-
edly come under criticism. In the area of cloud com-
puting, Microsoft is said to have deliberately pushed 
independent cloud infrastructure providers into the 
role of resellers for Microsoft licenses.

2. Sovereignty exists only when there is freedom 
of choice – the perils of the MS-shaped devil you 
know
Windows and Office have claimed top spot for govern-
ment computers and infrastructure, and now Microsoft 
also wants to expand its market share in the cloud. The 
company is exploiting several advantages in the cloud 
market, the first being power of habit. A quasi-monop-
olist benefits from a „We‘ve always done it this way“ 
mentality. Secondly, Microsoft can influence demand 
through its corporate policy regarding price and prod-
uct development, and supply through its distribution 
network. As Microsoft is continuously increasing its 
global sales - it generated a net profit of €72 billion in 
2024 -, the company also uses its financial leeway for 
extensive marketing and lobbying activities in Brussels 
and Berlin.

a) The power of habit in the public sector and the 
shortage of skilled workers
Strong forces of inertia are at work in the public admin-
istration. Anyone who wants to abandon the familiar 
Outlook environment or abolish Microsoft Word can 
expect much resistance at first. “We‘ve always done 
that with Microsoft” can quickly become the rallying 
cry of an opposition trying to nip any notion of change 
within the digital working environment in the bud. Be-
hind closed doors, political decision-makers cite such 
cultural challenges as the real reason for the reluctance 
behind building a pathway to a post-Microsoft era. Per-
haps it is a convenient excuse. In any case, one thing 
is clear: if there is a lack of courage and drive for such 
a major project at a high political level, the inertia of the 
(official) masses usually wins out.

However, it is not only the users of standard software 
in the offices but also the administration‘s IT depart-
ments who may incur enormous additional costs when 
moving away from the familiar Microsoft ecosystem. 
The municipal IT officer quickly reaches his limits when 
even the data centre email accounts have been set up 
via Exchange, whose software is automatically updat-
ed with Microsoft tools such as Windows and Office 
Suite. After all, it is anything but child‘s play to replace 
an entire IT infrastructure that is heavily influenced by 

Microsoft also uses its dominant mar-
ket position and financial leeway to 
shape the supply chain to suit its own 
objectives. 

https://www.mohrsiebeck.com/buch/recht-der-digitalisierung-ii-9783161625909/
https://www.mohrsiebeck.com/buch/recht-der-digitalisierung-ii-9783161625909/
https://cispe.cloud/agent-smith-and-the-microsoft-matrix/
https://cispe.cloud/agent-smith-and-the-microsoft-matrix/
https://cispe.cloud/agent-smith-and-the-microsoft-matrix/
https://de.statista.com/statistik/daten/studie/155707/umfrage/entwicklung-des-umsatzes-der-microsoft-corporation-seit-dem-geschaeftsjahr-2002/
https://de.statista.com/statistik/daten/studie/155707/umfrage/entwicklung-des-umsatzes-der-microsoft-corporation-seit-dem-geschaeftsjahr-2002/
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Microsoft products and applications with alternatives. 
This is especially true when the unit also performs a 
variety of IT tasks itself, such as implementing OZG 
services, operating and maintaining the existing IT, 
processing IT support requests and receives little 
incentive and/or assistance for a changeover from the 
responsible departments. Moreover, the shortage of IT 
specialists does not stop at the federal state: working 
conditions can hardly keep up with the digital econo-
my, and the management of public authorities often 
has little interest in digitalisation. And finally, schools 
and vocational colleges are so used to Microsoft that 
IT specialist training focuses on the Microsoft product 
range and its integration. Not only is there a lack of 
courage when it comes to change, but also a lack of 
personnel and skills resourcing in administrative IT to 
carry out this change.

b) When strategic product development and dy-
namic price development go hand in hand...
The announcement of a strategic decision at the head-
quarters in Redmond has put many customers in the 
public sector under pressure: with the switch to Micro-
soft 365, by 2029 Microsoft‘s top management wants 
it to no longer be possible to use on-premise variants 
of Microsoft programs (effectively phasing out Mic-
rosoft Office 2024 for example), making it imperative 
that all programmes have a connection to Azure cloud 
infrastructure. So, if the public sector wants to continue 
using the familiar Office environment, it will no longer 
have a choice from 2029, inevitably having to integrate 
even more deeply into the Microsoft ecosystem and 
adjust its budgeting to satisfy Microsoft’s cloud de-
mands. 

Pressure to move due to corporate decision in-
stead of a cloud strategy reflective of the German 
administration’s needs
Despite the German administration not having been 
largely keen so far to switch to cloud computing, 
Microsoft’s recent announcement that only subscrip-
tion-based models will be available from 2029 appears 
to be a strategic push toward a solution that may not 
fully align with the actual needs of public authorities. 
The signal from Redmond is clear: if authorities want 
to continue using Outlook and Office, it makes sense 

to use the “public cloud” directly as a new storage 
medium and data hub for public administration. The 
consequences of dependence on Microsoft are par-
ticularly clear at this point. Instead of taking the first 
step in a cloud strategy to decide for itself and anal-
yse when a cloud service can be sensibly used in the 
administration‘s workflow, the state is allowing itself to 
be driven forward by Microsoft‘s corporate decision to 
move towards cloud services, rather than searching for 
alternative providers that suit business needs. Actual 
freedom of choice over the state‘s own IT infrastructure 
would look very different.

The announced move away from the licensing model 
will foreseeably also have an impact on the central vehi-
cle through which the German administration receives 
Microsoft licenses at special rates: Microsoft‘s frame-
work agreement with the Federal Ministry of the Interior 
(BMI). This agreement forms the legal basis for the 
purchase of software licenses by German authorities 
and public bodies so that not only federal authorities, 
but federal states, municipalities and other bodies can 
benefit from discounted prices when procuring Micro-
soft licenses. They can make the so-called conditions 
contracts the subject of their procurement procedure. 
Cities and state authorities then purchase Microsoft 
licenses for standard software and server environments 
via the Microsoft Group‘s Licensing Solution Partners 
(LSP) - including Bechtle and SoftwareONE. Micro-
soft and the BMI negotiate new conditions every three 
years, usually for more Microsoft’s licensing products. 
The most recent three-year term did not begin until 
spring 2025. Microsoft‘s announcement to phase out 
the on-premise offer would not only affect the BMI 
framework agreement in terms of its structure and legal 
character. For the renegotiations up to 2028, it must be 
clarified how the so-called “Select Plus contract” must 
be adapted in view of future subscription models. The 
German government must now ask itself whether it 
should extend its existing contractual relationships with 
Microsoft considering the constantly growing ties and 
dependencies. 

The consequences of dependence on 
Microsoft are particularly clear at this 
point.

https://www.cio.bund.de/Webs/CIO/DE/digitale-loesungen/it-einkauf/microsoft-konditionenvertraege/microsoft-konditionenvertraege-node.html
https://www.cio.bund.de/Webs/CIO/DE/digitale-loesungen/it-einkauf/microsoft-konditionenvertraege/microsoft-konditionenvertraege-node.html
https://www.microsoft.com/de-de/licensing/how-to-buy/bezugsquellen
https://www.microsoft.com/de-de/licensing/how-to-buy/bezugsquellen
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Prices, prices, prices - where is the journey taking 
us?
Microsoft has built a powerful lever through the pricing 
of its cloud, which enables the company to initially offer 
its existing customers very low prices to motivate the 
public sector to make a quick and painless decision to 
transition to their services. Gradually however, prices 
begin to increase over time. In the private sector market 
for cloud solutions, a price increase of 11% on April 1, 
2023 led to massive criticism in Germany and Europe. 
Some competitors stated that the price increases 
“bordered on blackmail”. The German Federal Cartel 
Office has also been closely monitoring the Group‘s 
pricing policy since September 2024, and has placed 
Microsoft under what is known as “extended abuse 
supervision” (Section 19a GWB). Microsoft had also 
claimed to private customers that its prices must also 
reflect fluctuations in the US dollar exchange rate 
and would therefore be regularly adjusted in future. A 
currency crisis in the USA or changes to import con-
ditions could then lead to the German tax authorities 
being confronted with exponentially growing IT budgets 
- budgets that were perhaps reserved for expanding 
administrative digitisation and the promotion of sover-
eign cloud solutions. 

Furthermore, if a private or public sector user of the 
Windows operating system or Office suite is supplied 
directly with a communication tool (Microsoft Teams) 
or a cloud application (OneDrive) - at first glance free of 
charge - this impairs free and fair competition, espe-
cially if other solutions are not interoperable with the 
Microsoft ecosystem at all. Instead of implementing a 
data protection-friendly messenger for public authority 
employees that is interoperable and thus guarantees 
the highest possible level of data portability in line with 
the GDPR, the public sector has been fed Microsoft 
Teams which intentionally fails to offer these functions 
- neither for free nor for a small surcharge. The EU com-
petition authority takes a critical view of such business 
models. For various reasons, it can make sense for IT 
departments of public sector bodies to use Teams for 
internal communication given that servers and laptops 
are programmed for Microsoft anyway. Once Microsoft 
embeds itself into the core of the companies’ IT opera-
tions, the next product update will lead to an automatic 
integration of new (MS) communication platforms too. 
This strategic approach has led to the German gov-

ernment finding itself in a gilded cage from which it can 
no longer easily escape. This development is currently 
being updated for the use of artificial intelligence, sub-
sequently deriving from the cloud.

c) Enormous effort for lobbying and strategic com-
munication
The high market share of Microsoft products in the 
public sector is no coincidence: it is in grand part due 
to intensive lobbying and public relations work by the 
Microsoft group. According to Lobbypedia, Microsoft 
operates “its own lobbying office in Brussels with 17 
lobbyists (10 full-time equivalents)” and is the “largest 
lobbying force among tech companies in Europe”. Lob-
bypedia estimates it spent “between €5,000,000 and 
€5,250,000” on lobbying activities in the 2019 financial 
year. According to statista, Microsoft invested seven 
million euros in political communication in the 2023 
financial year – by contrast, Deutsche Telekom only 
spent €1.75 million and only Meta Platforms Ireland 
Limited spent €9 million. According to Lobbycontrol, 
Microsoft‘s PR work does not end with the company‘s 
own lobbyists. Microsoft is a member or sponsor of 
several think tanks, working groups and industry asso-
ciations, from Digital Europe and the European Internet 
Forum to the Centre on Regulation in Europe (CERRE) 
to the European Policy Centre (EPC). There is also 
a network of agencies for political communication, 
advertising, political consulting and major international 
law firms.

In Germany, there are no exact figures on Microsoft‘s 
lobbying expenditure. The lobby register of the German 
Bundestag lists nine people for Microsoft Deutschland 
GmbH who “directly represent interests”, and member-
ships in 50 associations are also recorded. Microsoft 
Deutschland GmbH is also a partner of the IT industry 
association BITKOM and a member of the Federal 
Association of the Digital Economy (BVDW), which 
regularly represent the interests of the digital economy 
in legislative procedures and public hearings. 

In conjunction with the Group‘s overall strategy, com-
prising of 3,000 employees in Germany and 221,000 
people worldwide, the Microsoft Group has an exten-
sive network at its disposal to promote its own business 
interests in politics, public sector administration and 
society. The strong influence of big tech companies 

https://www.heise.de/news/EU-Cloud-Wettbewerber-Microsofts-Preissteigerungen-reichen-an-Erpressung-8848157.html
https://www.heise.de/news/EU-Cloud-Wettbewerber-Microsofts-Preissteigerungen-reichen-an-Erpressung-8848157.html
https://netzpolitik.org/2024/bundeskartellamt-legt-sich-bei-microsoft-auf-die-lauer/
https://netzpolitik.org/2024/bundeskartellamt-legt-sich-bei-microsoft-auf-die-lauer/
https://www.bundeskartellamt.de/SharedDocs/Meldung/DE/Pressemitteilungen/2024/30_09_2024_Microsoft.html
https://www.bundeskartellamt.de/SharedDocs/Meldung/DE/Pressemitteilungen/2024/30_09_2024_Microsoft.html
https://www.bundeskartellamt.de/SharedDocs/Meldung/DE/Pressemitteilungen/2024/30_09_2024_Microsoft.html
https://www.spiegel.de/netzwelt/netzpolitik/teams-integration-eu-kommission-haelt-microsofts-verhalten-weiter-fuer-wettbewerbswidrig-a-bb45028b-827f-4437-b350-a3d9b8b90a32
https://www.spiegel.de/netzwelt/netzpolitik/teams-integration-eu-kommission-haelt-microsofts-verhalten-weiter-fuer-wettbewerbswidrig-a-bb45028b-827f-4437-b350-a3d9b8b90a32
https://lobbypedia.de/wiki/Microsoft
https://de.statista.com/statistik/daten/studie/1263578/umfrage/lobbyismus-tech-unternehmen-eu/
https://lobbypedia.de/wiki/Microsoft
https://www.lobbyregister.bundestag.de/suche/R002153/51670?backUrl=%2Fsuche%3Fq%3Dmicrosoft%26pageSize%3D25%26sort%3DRELEVANCE_DESC
https://www.bitkom.org/Roadshow-Mittelstand/Partner/Microsoft.html
https://www.bvdw.org/ueber-uns/mitglieder/
https://www.heise.de/news/KI-Regulierung-Wie-Google-und-Microsoft-Stimmung-gegen-den-AI-Act-machen-7531687.html
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during the legislative process for the new EU digital 
laws has led to critical reporting, with Microsoft often 
being the spearhead.

II Proprietary, insecure, illegal? - Criticism 
of the use of Microsoft in the German public 
sector
There are various facets to the criticism that the Ger-
man public sector has become heavily dependent on 
Microsoft products. The central points are summarised 
below. 

1. Lack of control over functionality and security of 
the software
Many government agencies rely on Microsoft for IT pro-
curement primarily because it is easy and convenient 
to buy the accompanying bundles of Microsoft products 
on offer. Contrary to GovTech start-ups - a community 
of open source developers, companies and public IT 
service providers (from federal and state governments 
or European SMEs) -, politicians often lack the belief 
that they can develop Germany‘s IT infrastructure se-
curely, functionally and reliably and operate it at a high 
level. Dependence on Microsoft is also convenient: to 
stop relying on Microsoft would mean the state poten-
tially needing to provide IT infrastructure that had previ-
ously been outsourced to or purchased from Microsoft. 
Decision-makers fear that they will lack the financial 
leeway and human resources to switch to their own or 
more costly alternatives. And if a minister or state sec-
retary fails with such a project, they not only jeopardise 
their own political reputation but also the ability of the 
government to function if the IT systems prove to be 
insecure or unreliable.

By purchasing licenses and subscriptions from a mo-
nopolistic player, governmental departments incur the 
side effect of losing control over the software and the 
inability to guarantee their own security, given they are 

left with little to no bargaining power. A key reason for 
this is that Microsoft treats code and system interfaces 
like trade secrets. Microsoft’s business model consists 
of distributing ‘proprietary software’ via licenses. If the 
German government bases its digital workflows on 
Microsoft products, it only receives an installation file 
with a license key and, if required, support, but no in-
sight into the source code. Microsoft’s policy suggests 
a “take it or leave it” approach. Due to licensing restric-
tions, there is also no way for customers to adapt basic 
products to their own requirements. As the Microsoft 
ecosystem is deliberately closed, i.e. the standards 
and interfaces are not designed to integrate competitor 
products, the government can only build its IT land-
scape in a modular way to a limited extent. As the soft-
ware is proprietary, so are the updates. Departments 
cannot check what is rolled out in detail to their com-
puters and servers when Microsoft sends out a product 
or security update. The product adaptations take place 
globally, in private households and large companies, 
and are at best only peripherally oriented to the needs 
of German public sector organisations. When updates 
are rolled out, the state cannot reliably check on its own 
whether there are security vulnerabilities or backdoors 
in the code that make the IT infrastructure vulnerable. 
However, not updating software applications regularly 
for this reason would not be a good idea either: without 
updates, the products become increasingly insecure, 
partly because known security gaps (‘n-days’) remain 
vulnerable, leaving systems open to potential attackers. 

As Germany has no influence on Microsoft‘s update 
policy and product development due to a lack of nego-
tiating power of its own, its influence on its own digital 
working environment is considerably diminished. 

2. IT security and cyber security incidents
One consequence of the German state becoming so 
deeply involved in the Microsoft ecosystem is that it is 
beyond the independent control of the state whether 
public data on Microsoft servers is permanently secure 

By purchasing licenses and subscrip-
tions from a monopolistic player, 
governmental departments incur the 
side effect of losing control over the 
software and the inability to guarantee 
their own security, given they are left 
with little to no bargaining power. 

As Germany has no influence on Mi-
crosoft’s update policy and product 
development due to a lack of negotiat-
ing power of its own, its influence on 
its own digital working environment is 
considerably diminished. 

https://www.heise.de/news/KI-Regulierung-Wie-Google-und-Microsoft-Stimmung-gegen-den-AI-Act-machen-7531687.html
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– either from access by foreign hackers or US intelli-
gence services. If Microsoft not only offers individual 
software applications, but the German administration 
were to process large parts of its digital workflows via a 
complete Microsoft cloud environment, there would be 
more points of attack on the executive.

Trust in Microsoft can no longer be justified simply be-
cause it is the only guarantor of IT security in complex 
organisations. Several serious security incidents in 
recent years have demonstrated this, such as when 
one of the master keys for the encryption of the Azure 
cloud ended up in China. According to the BSI, this 
gave the hacker group Storm-0558 “access to email 
accounts of 22 organisations and government institu-
tions, primarily in the USA, but not in Germany (...).” 
The danger here is that the key could also have been 
used to gain access to other Microsoft cloud services. 
The Cybersecurity and Infrastructure Security Agen-
cy (CISA) in the USA accused Microsoft of “multiple 
failures in cybersecurity” in an investigation report, as 
reported by heise.de.

The Microsoft Group has recognised it has issues with 
security. Its solution has been to forge strategic partner-
ships with international IT security companies or buy 
them up. IT security expert Sandro Gaycken described 
to rbb that the large digital corporations have “bought, 
consolidated and integrated cybersecurity companies 
into their products”. The integration at Microsoft, for ex-
ample, has given the company Crowdstrike “a market 
share of 14 percent”, according to Gaycken. However, 
Microsoft’s partnership with Crowdstrike backfired in 
2024 when a security update from Crowdstrike for Mic-
rosoft applications contained faulty code. This resulted 
in systems failing and sensitive systems vulnerable 
to attackers. According to the company, 8.5 million 
Windows devices were affected worldwide, including 
operators of critical infrastructures in Germany, accord-
ing to the BSI. The opposition in the Bundestag even 
described Microsoft as a “national security risk” follow-
ing investigation.

In geopolitically turbulent times, with the world caught 
up in a hybrid war and escalating trade disputes, it is to 
be expected that attacks on sensitive infrastructures 
will increase rather than decrease in the future. Any 
cyberattack on and any vulnerability at Microsoft could 

then reflexively affect the German administration if it 
uses its digital infrastructure. Against this backdrop, 
IT security expert Sandro Gaycken sees only one 
solution: “We have to reduce our dependence on these 
very strong market leaders.” At the same time, howev-
er, he adds as a warning that we are taking “a very big 
risk” and must be careful not to “do even worse” with 
“cheaper solutions”.

3. Open data protection issues when using Micro-
soft 365 
If the German state processes the personal data of 
citizens and its own employees, it is subject to the 
fundamental right of data protection. The EU General 
Data Protection Regulation aims to “ensure a high level 
of data protection” (Recital 6 Sentence 5 GDPR) and 
to safeguard the “fundamental rights and freedoms” of 
citizens and “in particular their right to the protection 
of personal data, whatever their nationality or place of 
residence” (Recital 2 Sentence 1 GDPR). If the admin-
istration uses software applications from a company 
to fulfil its national duties, these programs must also 
comply with data protection regulations. As Microsoft 
software is developed in the USA, and some was made 
available before GDPR came into force, complicated 
legal questions arise. Instead of setting up a new digital 
working environment for the German public sector in 
compliance with the “Privacy by Design” principle (Art. 
25 GDPR), data protection analyses has revolved 
around trying to make Microsoft product functions fit 
into data protection regulations, with limited success. 
Ultimately, this was a result of the German state‘s own 
lack of negotiating parity: where a provider has a mo-
nopoly over software and cloud products, it becomes 
increasingly difficult to enforce adherence to data pro-
tection conditions.

This dilemma has amounted to various legal uncer-
tainties: the question of whether the use of the cloud-
based Microsoft365 application in the public sector is 
compatible with the GDPR has always divided opinion. 
Numerous data protection experts - including the Data 
Protection Conference (DSK) of the German supervi-
sory authorities - are of the opinion that Microsoft365 
applications cannot generally be used in compliance 
with data protection regulations. In November 2022, 
the DSK came to the following conclusion: “As long as 
the necessary transparency regarding the processing 

https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2024/240614_Microsoft-Doublekey.html
https://www.heise.de/news/Klatsche-fuer-Microsoft-US-Behoerde-wirft-MS-Sicherheitsversagen-vor-9674431.html
https://www.rbb24.de/wirtschaft/beitrag/2024/07/crowdstrike-microsoft-ausfall-interview-cybersecurity.html
https://www.security-insider.de/globaler-it-ausfall-fehlerhaftes-crowdstrike-update-a-4de697da8ee1c8a97a9125fe92439af7/
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Krisen-Grosslagen/Crowdstrike_Microsoft/Crowdstrike_Microsoft_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Krisen-Grosslagen/Crowdstrike_Microsoft/Crowdstrike_Microsoft_node.html
https://www.tagesspiegel.de/politik/linken-netzexpertin-anke-domscheit-berg-microsoft-ist-ein-nationales-sicherheitsrisiko-12052061.html
https://www.rbb24.de/wirtschaft/beitrag/2024/07/crowdstrike-microsoft-ausfall-interview-cybersecurity.html
https://www.rbb24.de/wirtschaft/beitrag/2024/07/crowdstrike-microsoft-ausfall-interview-cybersecurity.html
https://www.rbb24.de/wirtschaft/beitrag/2024/07/crowdstrike-microsoft-ausfall-interview-cybersecurity.html
https://www.datenschutz-praxis.de/verarbeitungstaetigkeiten/warum-sie-microsoft-365-nicht-datenschutzkonform-nutzen-koennen/
https://www.datenschutz-praxis.de/verarbeitungstaetigkeiten/warum-sie-microsoft-365-nicht-datenschutzkonform-nutzen-koennen/
https://www.datenschutz-praxis.de/verarbeitungstaetigkeiten/warum-sie-microsoft-365-nicht-datenschutzkonform-nutzen-koennen/
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of personal data from order processing for Microsoft‘s 
own purposes is not established and its legality is not 
proven, this proof cannot be provided.” In addition to 
the lack of transparency regarding the functions and 
data flows of the application, the criticism also focuses 
on untraceable data transfers and the extensive collec-
tion of diagnostic data by Microsoft “in the background”.

In July 2025, the European Data Protection Supervi-
sor came to a different conclusion following a lengthy 
investigation into the use of Microsoft365 by the EU 
Commission. In his view, there were no longer any 
objections to the use of Microsoft365 after numerous 
technical and legal adjustments. The European Data 
Protection Supervisor argues that “additional contrac-
tual, technical and organisational measures that have 
been implemented or are planned in cooperation with 
Microsoft” have dispelled the data protection concerns. 
This is based on the conviction that, through detailed 
analysis of the Microsoft365 software environment, it is 
possible to formulate the conditions for product adjust-
ments that would bring Microsoft365 into compliance 
with the GDPR. However, the exact documents and 
assurances provided by Microsoft as part of the pro-
ceedings are not available to the public. It also remains 
unclear whether other supervisory authorities or even 
courts agree with the assessment. As a result, the Eu-
ropean Data Protection Supervisor‘s decision does not 
improve data protection through the fair negotiation of 
the framework conditions for cloud use, instead it mere-
ly tinkers with the problems without addressing the 
actual cause - the cause being the result of decades of 
dependency on a single provider.

https://www.edps.europa.eu/system/files/2025-07/25-07-11_letter-to-commission_2021-0518_en.pdf
https://www.edps.europa.eu/system/files/2025-07/25-07-11_letter-to-commission_2021-0518_en.pdf
https://www.edps.europa.eu/system/files/2025-07/25-07-11_letter-to-commission_2021-0518_en.pdf
https://www.edps.europa.eu/system/files/2025-07/25-07-11_letter-to-commission_2021-0518_en.pdf
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Chapter 3:

IT can’t live with, or without, Microsoft?  
Is a “sovereign” cloud possible?

There is currently no such thing as a digitalised public 
administration without Microsoft. Neither in Germany 
nor internationally. No other company has been able to 
catch up with Bill Gates’ tech empire in home and work 
computing - even in the cloud age, this does not look 
likely to change anytime soon. Only China it seems, 
with Alibaba Cloud and Tencent Cloud, can fall back 
on domestic solutions in the cloud market. 

But is the German administration’s dependence on 
Windows, Office and Teams set in stone?

One thing is clear: in an ideal world, the German state 
would not be reliant on individual providers and would 
be able to put together the right offering from a wide 
range of IT providers’ portfolios. A laptop from one, an 
operating system from another, an office environment 
from the other and a mail server from somewhere 
else - where everything can be connected and ex-
changed on a modular basis. Open interfaces would 
be standard. The state could commission secure and 
easy-to-use solutions and have them tailored to meet 
the regulatory and user-oriented needs of the adminis-
tration. There would be multi-cloud infrastructures and 
clear open source obligations in the award conditions. 
There would be no doubt that government data cannot 
be transferred to third countries or that the software 
environment can be controlled or even shut down 
remotely from another continent.

But the reality is that German authorities have become 
deeply embedded in the Microsoft ecosystem and 
continue to depend on the company’s software for their 
day-to-day work. A sudden transition and changeover 
is therefore not very realistic. Even if individual federal 
states were to attempt it alone, this can become a one-
way street if no one joins in the long term. This is be-
cause all players would have to initiate such a shakeup 

together to redefine the best conditions, demand these 
contractually and push for acceptable prices as well as 
establish common interfaces for exchange within the 
federal state. So why is this not happening?

In the 1990s, there were two titans of digital office 
equipment: Microsoft and Apple. They built two com-

peting empires of operating systems, which - to this 
day - are hardly interoperable with each other. As the 
German administration is subject to the principle of 
economic efficiency, the cheaper PC workstation with 
Microsoft Windows and Microsoft Office became the 
standard in the offices. This marked the beginning of 
the era of software licenses, which took the following 
form: Microsoft issued licenses to its products (by itself 
or through third-party companies), thereby establish-
ing commercial relationships and supply chains with 
almost all German authorities that wanted to equip 
themselves digitally. This distribution network, aka 
the Microsoft ecosystem, quickly began dominating 
decisions in municipal and state procurement depart-
ments, and still does so to this day. The associated 
field of IT procurement has only developed legally, 
organisationally and strategically over the years in 
parallel with the digital transformation.

There have repeatedly been political strategies - in-
cluding large-scale ones - to break free from existing 

As the German administration is sub-
ject to the principle of economic effi-
ciency, the cheaper PC workstation 
with Microsoft Windows and Microsoft 
Office became the standard in the of-
fices. This marked the beginning of the 
era of software licenses
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dependencies and take a confident step into the cloud 
age. The field of cloud computing is teeming with ideas 
and strategic approaches, such as the: 

•	 IT consolidation Bund 

•	 Multi-cloud strategies such as the “German adminis-
tration cloud” 

•	 The “Sovereign Cloud Stack”

•	 Cloud computing initiatives at EU level

•	 The “Open Source Week” at UN level in 2025

However, it is a long way from the strategy papers, pin 
boards, mind maps and presentation slides required to 
challenge Microsoft’s digital standing with the Ger-
man public sector. Without a clear steer from political 
leaders, even with internal and external support of 
resistance to MS products, as well as in-depth knowl-
edge of the existing ecosystem and alternatives, such 
a large-scale IT project cannot succeed. 

The governmental structures in Germany make it 
even more difficult to reach a political consensus on 
breaking new ground, launching an open and modular 
IT system and leaving existing dependencies behind. 
This is because the federal states and local authorities 
are free to decide how they equip their authorities in 
terms of personnel and technology: some authorities 
already work with Microsoft365 and communicate 
internally via MS Teams; others use open video con-
ferencing solutions and messengers, but operate their 
mail servers with MS Exchange; others are still on 
the status of on-premise licenses for Outlook, Word, 
PowerPoint without a cloud connection. Meanwhile, 
Microsoft, SAP and others offer Delos Cloud, which 
allows Microsoft365 to be operated in a cloud that is 
not hosted on Microsoft servers, but at a subsidiary of 
SAP (see below).

So, when the ‘trusted’ Microsoft sales partner in the 
IT department comes by and touts the new services 
available, many a head of department is tempted to 
buy these “innovations” from Microsoft. The corona-
virus pandemic has exacerbated this trend. With the 

contact bans and government closures, it was clear 
that the administration had to remain operational - to 
do so, it had to communicate digitally, share data and 
remain connected to the existing infrastructure at 
the same time. In the view of many decision-makers, 
relying on Microsoft was the safest and quickest way 
to achieve this. Once again, such IT operations were 
already in place that the general view was that Mic-
rosoft365 or Teams were “already here” and can no 
longer be easily reversed. 

As a result, the freedom of choice for European users 
has been significantly diminished by targeted licensing 
and bundling tactics, constant lobbying and business 
models that have achieved market dominance through 
lock-in and platform effects. Although alternative IT 
groups are already working together within the frame-
work of procurement procedures to break up this 
monopolisation in the cloud sector, there is currently 
no sign of companies being prepared to pull together 
of their own initiative. In June 2025, Reuters reported 
that Telekom, IONOS and Schwarz did not want to 
throw their hats into the ring as a joint consortium for 
new EU programs. However, a cleverly designed and 
federally coordinated process to develop and operate 
an open alternative to Microsoft Office and the Micro-
soft cloud environment in a consortium could create 
the digital work platform of the public administration 
of the future in an open, free and functioning digital 
ecosystem.

 

https://www.bundesrechnungshof.de/SharedDocs/Downloads/DE/Berichte/2022/it-konsolidierung-zielerreichung-volltext.pdf?__blob=publicationFile&v=1
https://www.fitko.de/fileadmin/fitko/veranstaltungen/Handout_Deutsche_Verwaltungscloud_Show_and_Tell_042024.pdf
https://www.fitko.de/fileadmin/fitko/veranstaltungen/Handout_Deutsche_Verwaltungscloud_Show_and_Tell_042024.pdf
https://sovereigncloudstack.github.io/website/de/about/
https://digital-strategy.ec.europa.eu/en/policies/cloud-computing
https://digital-strategy.ec.europa.eu/en/policies/cloud-computing
https://www.un.org/digital-emerging-technologies/content/open-source-week-2025
https://www.heise.de/news/Trotz-Abhaengigkeit-und-Datenschutzrisiken-Behoerden-gehen-in-die-Microsoft-Cloud-9984990.html
https://www.cio.bund.de/Webs/CIO/DE/digitale-loesungen/it-einkauf/ms-cloud/ms-cloud-node.html
https://www.reuters.com/business/media-telecom/german-firms-submit-competing-eu-bids-ai-gigafactory-newspaper-reports-2025-06-19/
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Chapter 4: 

Product adaptations and offerings from 
Microsoft between serious effort and 
sovereignty-washing

In order to respond to the criticism of its business mod-
el under data protection, digital policy and competition 
law and to convince political decision-makers that Mic-
rosoft products remain the best choice for the German 
administration, the company has made or proposed 
various adjustments to its products. 

I. European security program 
In June 2025, Microsoft announced a “European 
Security Program”. As part of the program, Micro-
soft intends to share AI-based threat intelligence with 
governments and provide real-time security-related 
data following ongoing cyberattacks on the Microsoft 
ecosystem. The Group intends to use the program to 
invest in local cyber security capacities and the dig-
ital resilience of states, authorities and civil society. 
New partnerships with law enforcement agencies and 
organisations such as Europol are meant to combat 
cybercriminals and state-sponsored attacks more 
effectively. Microsoft wants to detect malicious infra-
structures and counter-attack crises more quickly and 
deactivate them automatically. 

In view of the hybrid threat situation in cyberspace, 
which BSI, intelligence services and security pol-
iticians have been pointing out for years, it makes 
perfect sense for Microsoft to use its capacities as a 
global corporation to support the security of govern-
ment IT systems. In particular, Microsoft wants to offer 
free assistance against new forms of cyber-attacks 
that are orchestrated and carried out using AI. Given 
the incriminating headlines relating to Crowdstrike 
and the Masterkey for Azure cloud in past years, it is 
unsurprising that the European Security Program also 
resembles a marketing campaign ploy. Now, in uncer-
tain times, Microsoft is suddenly offering its support as 
an IT grand master to protect the European continent 
from stormy times in the digital space. 

II. Individually negotiated data protection 
conditions
The data protection authorities at national and EU lev-
el have always criticised the use of Microsoft products, 
especially with regard to the cloud-based Microsoft365 
for not being sufficiently transparent and having control 
over the data flows in Microsoft’s machine room (see 
above). As an international company, Microsoft also 
had to deal with the challenge of formulating data 
protection conditions that were tailored to each region 
of the world and every regulatory environment – as well 
as adapting the product range technically. 

When organisations purchase standard software, 
they often lack the opportunity to negotiate terms 
individually when dealing with large international 
corporations. Instead, they have to make do with the 
general data protection terms in their market or sec-
tor. Following criticism from the State Commissioner 
for Data Protection and Freedom of Information (LfDI) 
and the DSK, some state governments have now 
broken this dependency on standard clauses in data 
protection conditions, as reported by the computer 
magazine c’t 2024. 

The state of Lower Saxony has negotiated special 
rules with Microsoft. Microsoft has promised that 
data storage and processing will only be carried out 
on European servers, while IT support will come from 
countries that allow it to work with Microsoft in a “GD-
PR-compliant” manner. Data outflows from the EU 
servers and data transfer to the USA for “background 
analyses” or support would then still be possible in 
accordance with the contract but would tend to be 
reduced in scope. Part of the individual conditions 
could also be that only certain categories of data are 
processed and transferred for support purposes, as the 
EU Commission has seemingly negotiated with Mic-

https://news.microsoft.com/de-de/sicherheitsprogramm
https://news.microsoft.com/de-de/sicherheitsprogramm
https://www.derstandard.de/story/3000000272771/microsoft-bietet-europa-kostenlose-cyberabwehr-an
https://www.heise.de/select/ct/2024/23/2426012082358097116
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rosoft. Even so, it would remain questionable whether 
the assurance and actual practice are really com-
patible. The “Cloud Act” problem would also remain 
unresolved.

In addition, Microsoft is shutting down individual 
services in Lower Saxony that are particularly opaque 
about background operations - e.g. diagnostic data 
and Teams Analytics. Here too, however, it remains 
to be seen whether this alone will effectively prevent 
large data outflows or whether they can be sufficiently 
controlled, and how the administration would react if 
Microsoft were to drastically increase its prices later 
on or deactivate and restrict licenses or subscription 
models. 

In addition, the authorities want to ensure that cer-
tain particularly sensitive data - e.g. social or health 
data - is not processed and exchanged via MS Teams 
by means of internal work instructions for handling 
Microsoft products. As the human factor is often the 
biggest weak point, and internal guidelines are difficult 
to enforce or monitor across the board, there is still a 
considerable degree of residual uncertainty.

III. The Delos solution: Data centres operated 
by European companies - (only) software 
comes from Microsoft 
But what if cloud-based Microsoft products à la Mic-
rosoft365 were provided on shielded data centres of 
European companies to which only public authorities 
are connected? This would theoretically ensure that 
any backflow of data to the USA is restricted to remain-
ing “in the background”. Even if the US government 
were to ask the company to provide European data, 
Microsoft would not actually be able to do so. This is 
because control would lie solely with the operators of 
the data centres. 

A consortium consisting of Microsoft, SAP and Arvato 
has set out to solve the dilemma of international data 
transfers. A public authority could then book cloud 
services from Microsoft via Delos GmbH, a subsidiary 
under the control of German internet giant SAP, and 
would avoid having to purchase software and infra-
structure directly from the Microsoft Group and have it 
operated on its infrastructure. There is a similar solu-

tion in France: Capgemini and Orange have founded 
the joint venture “Bleu” there. The promise of Bleu 
and Delos is to erect data centres and data under na-
tional control, with only software updates coming from 
Microsoft in the USA. At first glance, it sounds tempt-
ing when the SAP subsidiary Delos promises:

“The services of the sovereign cloud platform 
include, in particular, the extensive collabora-
tion tools and productivity solutions of Microsoft 
Office 365. The cloud platform will be technically, 
operationally and legally sovereign in accordance 
with federal regulatory requirements. Delos Cloud 
is currently the only cloud offering to fully comply 
with the requirements of the BSI for IT security 
and confidentiality as well as the legal require-
ments for data protection in coordination with the 
Federal Commissioner for Data Protection and 
Freedom of Information (BfDI). As the owner of 
the infrastructure, Delos Cloud GmbH is respon-
sible for both the platform operation and the 
licensing of its products.” 

One disadvantage of the corporate construct is that 
prices are 15 percent more expensive than the “Micro-
soft pure” variant with the standard Microsoft Cloud, as 
reported by Computerwoche. The higher price is eco-
nomically understandable, as the Delos clouds involve 
far more effort than simply purchasing a license from 
the standard Microsoft product range. From the per-
spective of the individual state or local authority, there 
would then be a choice between “pure Microsoft” via 
the BMI framework agreement and the more expensive 
“Delos” variant.

However, whether the solution really provides effective 
protection against data leaks to US security services, 
hacker attacks due to a lack of IT security or tougher 
measures in trade disputes with the Trump adminis-
tration is another matter. Delos CEO Georges Welz 
reported in an interview with heise: “As the cloud is 
under our control, no one can immediately restrict 
operations. And if there are no more updates, we could 
continue working for months because the cloud also 
works independently. In this respect, we definitely offer 
sovereignty, namely a period of time to react.” This al-

https://newsroom.orange.com/capgemini-and-orange-are-pleased-to-announce-the-launch-of-commercial-activities-of-bleu-their-future-cloud-de-confiance-platform/
https://newsroom.orange.com/capgemini-and-orange-are-pleased-to-announce-the-launch-of-commercial-activities-of-bleu-their-future-cloud-de-confiance-platform/
https://www.sap.com/germany/documents/2024/10/5eb3f216-d97e-0010-bca6-c68f7e60039b.html
https://www.computerwoche.de/article/3833699/delos-cloud-das-kostet-die-digitale-souveranitat.html
https://www.heise.de/hintergrund/Interview-Wie-unabhaengig-ist-die-Delos-Cloud-fuer-die-Verwaltung-wirklich-7466983.html
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ready indicates that, in the worst-case scenario, long-
term operation of the Delos Cloud would no longer be 
possible. This would jeopardise the functioning of the 
entire administration. The transition period, which Welz 
describes as “over months”, could be reduced to 0 
days if, say, it became known that the last update of the 
systems - as in the Crowdstrike case (see above) - had 
led to an open security gap.

And completely independent of the aforementioned 
technical arguments, the following also applies here: 
a semi-sovereign solution such as Delos would in no 
way make Germany more independent in its procure-
ment decisions, as the state, as the primary customer, 
would continue to be bound to the group’s software 
and its restrictive license conditions. Despite the legal 
construct of using an intermediary from Germany in 
the form of Delos, all technical paths would ultimately 
lead back to Microsoft. As a result, the solution may 
give the impression of digital sovereignty, but in reality 
the old dependencies would continue to exist under a 
new guise.

IV. Data boundary and local instances
In response to fears that the US government could 
access public administration data and communica-
tion content, Microsoft has announced three further 
measures: a data border, data guardians and locally 
operated instances.

On the one hand, Microsoft wants to introduce a “data 
border” into its complex processing procedures for the 
“Sovereign Public Cloud” offering. In terms of content, 
this is in line with the data protection conditions indi-
vidually negotiated by Lower Saxony in that all cus-
tomer data will only be processed within EU borders. 
In addition, there is a slight alteration when it comes to 
encryption which is important for data security, and this 
is that the master key (“encryption key”) is to remain 
exclusively with the client.

With the “Data Guardian” measure, Microsoft promises 
that admin access to European cloud services will only 
be exercised by Microsoft employees residing within 
Europe. Should remote access from the USA be nec-
essary in certain cases for complicated support issues, 
this will only be possible with the express permission 

of European colleagues. In this way, it should be less 
common for people outside the EU to gain access to 
the cloud infrastructure.

According to Microsoft, “Microsoft 365 Local” will also 
allow the software environment to run without a fixed 
and permanent connection to the Microsoft cloud en-
vironment in the future. This would allow it to continue 
to run on its own infrastructure if the authorities see no 
reason to use a cloud-based solution. Is this ultimately 
a departure from the announcement that on-premise 
software will no longer be offered and further devel-
oped from 2029 - or an integration of a somehow more 
secure Microsoft365 local variant “for subscription or 
cloud products”, which Andreas Thys describes as 
“bizarre” in his guest article? 

Even if data processing were to take place exclu-
sively within the EU under the responsibility of EU 
subsidiaries that are fully subject to the GDPR, the 
question remains as to how “sovereign” such mea-
sures will really make public administration in the 
medium to long term. In Andreas Thyen’s view, the 
“countermeasures now presented - EU Data Bound-
ary, Data Guardian, locally operated instances - (...) 
are targeted PR measures. The hope is for maximum 
control without having to relinquish technical sov-
ereignty.” The Research Director of the cyberintelli-
gence.institute, Prof. Dr. Dennis-Kenji Kipker, comes 
to the conclusion: “The security promises are built 
on sand”. This is because, according to Kipker in a 
commentary on IT Daily, upon closer inspection it is 
neither a real data boundary nor true sovereignty over 
a user’s data, which is stored in Microsoft’s cloud. 
Prof. Dr. Harald Wehnes, spokesperson for the 
“Digital Sovereignty” working group of the German 
Informatics Society, puts it even more dramatically: 
“Under the guise of ‘digital sovereignty’, tech compa-
nies are clearly pursuing the goal of luring Europe into 
irreversible and expensive bogus solutions. These 

According to Microsoft, “Microsoft 
365 Local” will also allow the software 
environment to run without a fixed and 
permanent connection to the Microsoft 
cloud environment in the future. 

https://netzpalaver.de/2025/07/04/souveraenitaets-washing-microsofts-neue-cloud-strategie-und-die-illusion-der-europaeischen-unabhaengigkeit/
https://netzpalaver.de/2025/07/04/souveraenitaets-washing-microsofts-neue-cloud-strategie-und-die-illusion-der-europaeischen-unabhaengigkeit/
https://www.heise.de/news/Microsofts-Souveraenitaets-Debakel-Zwischen-blumiger-Werbung-und-keine-Panik-10495023.html
https://www.heise.de/news/Microsofts-Souveraenitaets-Debakel-Zwischen-blumiger-Werbung-und-keine-Panik-10495023.html
https://www.it-daily.net/it-sicherheit/datenschutz-grc/microsoft-datengrenze
https://www.it-daily.net/it-sicherheit/datenschutz-grc/microsoft-datengrenze
https://gi.de/themen/beitrag/kritik-zu-souveraenitaets-washing-von-big-tech
https://gi.de/themen/beitrag/kritik-zu-souveraenitaets-washing-von-big-tech
https://gi.de/themen/beitrag/kritik-zu-souveraenitaets-washing-von-big-tech
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are intended to consolidate their market power and 
ultimately even give them more control over data 
and technologies.” These statements make it clear 
that it does not matter which path Microsoft takes - in 
the end, the proposed “alternative measures” also 
deepen dependency and bind customers even more 
strongly to a closed environment, which is the oppo-
site of digital sovereignty. The underlying dominance 
of Microsoft, with its ability to dictate terms and bind 
customers to it through licenses and other means is 
not changed in any way by the proposals.

These statements make it clear that 
it does not matter which path Micro-
soft takes - in the end, the proposed 
“alternative measures” also deepen 
dependency and bind customers even 
more strongly to a closed environment, 
which is the opposite of digital sover-
eignty. 



20

CII  //  Obstacles to a sovereign cloud infrastructure for the German administration RESEARCH & INNOVATION

Chapter 5: 

Summary and recommendations for action

Microsoft products dominate the working environment 
of public administration. Even in the future market 
of cloud computing, the top dog wants to retain and 
expand its market share in the public sector. After all, 
the more networked the administration becomes, the 
more important it will be not only to process and store 
documents locally in official silos, but also to use IT 
systems collaboratively and digitally across govern-
ment boundaries. With its announcement that it will 
switch to subscription models with mandatory Azure 

subscriptions from 2029, Microsoft has put the German 
administration under pressure to act. At the same time, 
this opens up a window of opportunity to strategically 
plan and gradually implement a switch to an open, se-
cure and sovereign digital working environment for the 
public sector. In this way, the political priorities of digital 
sovereignty, data protection and cybersecurity could 
be realised through tailor-made solutions instead of 
remaining in a closed ecosystem with strategic disad-
vantages.

As Microsoft wants to further expand its market share 
in the public sector and consolidate its position in cloud 
computing, the company is using all its marketing 
power to respond to the complex criticism and public-
ly debated security incidents. On the path towards a 
“sovereign cloud” in Germany and Europe, a cat-and-
mouse game can be observed between digital policy 
and data protection criticism and ever new announce-
ments from the Group. Even if each of the measures 
attempts to address individual points of criticism and 

mitigate certain risks, the existing dependencies of the 
German administration on the Microsoft product range 
and the risk of a loss of control or significant data leaks 
remain. 

As a result, the close cooperation between the pub-
lic administration and Microsoft repeatedly leads to 
criticism in several central aspects: data protection 
and transparency, data, cyber security and monopo-
listic cloud coercion instead of an independent cloud 
strategy. The extensive proposals and product adapta-
tions that Microsoft has presented in recent years only 
partially or rudimentarily address these four central 
concerns. This is due to the enormous market domi-
nance of an international corporation and its business 
model, which has been questionable for decades in 
terms of competition, a closed ecosystem and dynamic 
business concept development and pricing policy. All 
these indicators stand in the way of achieving a digitally 
sovereign working environment for public administra-
tion in Germany. It is time for a strategic realignment. If 
“digital sovereignty” is understood as freedom of choice 
and the ability to control the state IT infrastructure and 
official data flows, only a complete realignment of the 
public IT landscape can lead to this goal in the long 
term. 

The central legal and political vehicle for controlling the 
specific integration and contractual cooperation with 
Microsoft is the BMI framework agreement with the 
company. The terms of the framework agreement con-
cluded in spring 2025 cannot be changed in the short 
term in the next three years, but the time can be used 
to be prepared in the medium term for a possible ex-
tension in 2028 and to initiate a complete realignment 
towards “digital sovereignty” with open software and a 
sovereign multi-cloud strategy in the long term.

With its announcement that it will 
switch to subscription models with 
mandatory Azure subscriptions from 
2029, Microsoft has put the German 
administration under pressure to act. 
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Short-term measures until 2028: 

•	 Monitoring of IT procurement costs via the BMI 
framework agreement by the federal government 
The federal government and the Digital Ministers’ 
Conference (DMK) should provide themselves and 
the public with a precise overview of how much 
taxpayers’ money the federal, state and local govern-
ments are currently spending on Microsoft licenses. 
In addition to a systematic survey of the respective 
items at federal, state and local authorities, the finan-
cial authorities could also ask the Licensing Solution 
Partners (LSP) to disclose how much revenue they 
generate annually with the business model “license 
purchase based on the BMI framework agree-
ment”. Without reliable figures, the financial scope 
for a change in strategy cannot be calculated and 
planned.

•	 Feasibility and potential studies for increasing 
freedom of choice in individual product areas 
Based on the monitoring of overall costs, the German 
government and DMK should examine several sce-
narios in the direction of freedom of choice and digital 
sovereignty as well as their political, legal and techni-
cal framework conditions in feasibility studies for an 
open, interoperable and fair cloud market. Particular 
attention should be paid to the product areas of oper-
ating systems, office software, communication (email 
and messenger), collaboration (collaborative work on 
documents and shared data storage) and multi-cloud 
services to overcome the existing dependency on a 
single provider. The economic and technical analysis 
should forecast whether alternative offerings could be 
strategically procured and implemented in the future 
based on annual expenditure and current IT equip-
ment. If gaps in the market are identified, the study 
should also look at how the federal and state govern-
ments could specifically close these gaps through 
research and company funding. The potential anal-
ysis should also include interviews with companies 
in the Microsoft ecosystem, European competitors, 
contracting authorities in state and local government 
with consumer protection and business associations 
in order to take a closer look at figures and business 
strategy.

•	 Intensify competition law investigations into the 
Microsoft ecosystem and licensing with a view to 
public administration 
As part of its investigations under Section 19a ARC, 
the Federal Cartel Office should set up an indepen-
dent working group to take a detailed look at the 
Microsoft Group’s distribution network and the use 
of Microsoft products in public administration. The 
budget legislator should provide the authority with 
sufficient resources to investigate and, if necessary, 
break up anti-competitive monopolies. A broad-
based investigation alongside the EU Commission 
and other member states can reveal the extent to 
which the market-dominant position is maintained or 
deepened by contractual conditions for license, cloud 
and framework agreements. It is important to also 
consider the influence and control options of the Mic-
rosoft Group and its often exclusive sales partners in 
public procurement or in complex procurement pro-
cesses. All business practices that stand in the way 
of fair competition and genuine freedom of choice - in 
particular restrictive licensing practices - should be 
identified and prevented with appropriate regulatory 
measures.

•	 Strategic digital dialogues with international 
partners on the issue of digitally sovereign ad-
ministrative IT 
The Federal Government should establish and 
promote strategic international dialog formats in 
which the Federal Republic of Germany engages in 
a structured exchange with the EU Commission and 
other EU member states (e.g. Italy, France, the Neth-
erlands, Portugal and Estonia), but also with stra-
tegic partners worldwide (e.g. South Korea, Japan, 
Canada or Australia) on the path to sovereign public 
sector computing. In doing so, it should involve civil 
society, science, but also European companies and 
the open source community. The scope and range of 
the strategic digital dialogues can be conceived and 
designed in vastly different ways. In addition to an 
institutionalised exchange of experience at various 
levels, through the collection of best practices in the 
area of IT sovereignty strategies, joint research proj-
ects or even transnational development contracts for 
individual IT solutions, the formation of a joint negoti-
ating group for strong and uniform framework agree-
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ments with Microsoft. Where the Microsoft Group has 
been able to gain a negotiating advantage in frame-
work and license agreements with its close-knit sales 
networks and highly qualified law firms, public clients 
should also gain negotiating advantages through the 
exchange of experience and knowledge transfer. 

Medium-term measures for the negotiations 
on the next BMI framework agreement:

•	 Freedom of choice “light”: choice between new 
and old Microsoft products 
It makes economic sense that Microsoft now wants 
to switch from its model of perpetual license pur-
chases to a subscription model. This will give the 
company more leeway under contract law and enable 
it to prevent abusive license use more effectively. 
From a public administration perspective, however, 
switching to cloud-based solutions would be the third 
step before the second. The administration already 
has software licenses, particularly for standard office 
software, and in many areas there is no urgent practi-
cal need to abandon the on-premise use of Outlook, 
Office or Messenger. Nevertheless, the state should 
negotiate confidently and also consider the option of 
a strategic switch to alternatives. With the announced 
discontinuation of on-premise solutions from 2029 
and the associated necessity of a forced switch to the 
Microsoft cloud, this problem is already acute. There-
fore, it is imperative to create the legal and factual 
framework conditions for real freedom of choice on 
the cloud market as quickly as possible.

•	 Contractually enshrine cost transparency re-
garding license costs at all levels 
The fact that Microsoft has precise figures on its busi-
ness volume with the German administration, but the 
public regularly has to estimate how much tax money 
flows into Microsoft licenses, is an untenable situa-
tion. In the negotiations on a framework agreement, 
the German government should insist on a monitor-
ing instrument that makes it possible to document the 
annual expenditure on Microsoft licenses or subscrip-
tions in a low-threshold and publicly comprehensible 
manner. Based on this data, the federal and state 
governments could forecast much more accurately 
which price advantages and volumes they need in the 

respective budget years. Synergy effects could be 
achieved and existing information asymmetries vis-
à-vis Microsoft could be reduced through cooperation 
between IT procurers at federal, state and local level. 
It is in line with the principle of economic efficiency 
and thriftiness of the administration to handle taxpay-
ers’ money prudently and sustainably.

•	 Adapting licensing modalities to the needs of the 
administration 
In preparation for the negotiations on a new frame-
work agreement with Microsoft, the federal govern-
ment, the federal states and the municipal umbrella 
organisations - for example within the framework of 
the DMK or in the IT Planning Council - should pre-
pare very thoroughly together and, if necessary, seek 
outside help. At the very least, this includes precisely 
forecasting the respective requirements and budgets 
and obtaining certainty about the extent of the desire 
for on-premise, Microsoft365 or public cloud. In addi-
tion, the state could consider making changes to the 
existing sales network via licensing solution partners 
and taking on a more controlling role in licensing itself.

•	 Mandatory audits and transparent real-time anal-
ysis of data flows 
The German government should oblige Microsoft to 
allow extensive audits with insight into the program 
code before new software applications or extensive 
updates are used in public administration. Only 
through a real insight can it be verified whether data 
protection on paper actually corresponds to the tech-
nical processes in the machine room. The state can 
assure the company of confidentiality. The German 
government should also work to ensure that all re-
mote access to the Microsoft infrastructure is logged 
in an unalterable manner. The state should have a 
precise overview of who accessed the system when 
and for what reason - and what data was transmitted 
to the USA for this purpose.

•	 Interoperability and open interfaces as a con-
tractual obligation 
Based on feasibility studies and investigations by 
the Federal Cartel Office, the German government 
should explore where it can oblige Microsoft to 
provide interoperability with other products and open 
interfaces in a framework agreement. As long as the 
Microsoft ecosystem is deliberately closed and can 
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exploit lock-in effects, dependency will be reinforced 
rather than reduced. 
 
With all of this in mind, the German government may 
well threaten to withdraw from the framework agree-
ments by a certain deadline if the Microsoft Group’s 
skilled negotiators reject certain demands. 

Long-term measures for the era of digital 
sovereignty in the EU and Germany:

The 1990s, when the choice rested between Apple and 
Microsoft, are long gone: the IT market has become 
highly differentiated, even if this is not reflected in 
Microsoft’s market share in the public sector due to its 
dominant market position. In the long term, Germany 
would be well advised to establish a functioning and 
interoperable system with various providers and prod-
ucts; a kind of IT department store where the individual 
authorities can help themselves and put together the 
solution that suits them best. With the “EuroStack” and 
“Deutschland Stack” initiatives - admittedly not yet 
clearly defined in terms of content - Brussels and Berlin 
are already programmatically setting out on the path 
to digital sovereignty. Words must soon be followed 
by deeds. It is important to learn from political failures 
such as the “gaia x” initiative and not repeat mistakes.

In the long term, the federal and state governments 
should ask themselves: wouldn’t it be better to invest 
taxpayers’ money, which is spent every year on licens-
ing costs for Microsoft products, in a diverse network of 
IT providers that reduces excessive dependence on a 
single monopolist and enables digitally sovereign solu-
tions? This could create a software environment and 
thus a digital working basis for the administration that 
is easier for the state to control and manage. Specialist 

authorities such as the BfDI, Bundeskartellamt and BSI 
could define the requirements for data protection, IT 
security and fair competition - and oversee the actual 
implementation. As a result, the administration would 
have freedom of choice and could plan costs in the 
short, medium and long term. To ensure cyber security, 
the state would no longer have to rely on a fragile trust 
that Microsoft will protect its systems from attacks. 

In the best-case scenario, an openly competitive dig-
ital working environment would be created for public 
administration that other countries would also want to 
use: a German stack with an international community, 
constantly growing services and the maxims of interop-
erability and modularity as the core of the brand. On the 
basis of the short-term and medium-term measures, 
in particular a valid numerical basis on tax funds used 
and feasibility studies, the German government could 
identify a date from which the exit from the Microsoft 
ecosystem towards a sovereign working environment 
for the administration should take place. All stakehold-
ers could then gear their strategic planning towards 
this exit date. However, they will only do this if there is 
a clear “announcement from above” - ideally from the 
Federal Chancellery and the state chancelleries.

It is a good sign that the new Federal Ministry for Digital-
isation and State Modernisation (BMDS) is planning an 
entire department for the “Germany Stack”. It would be 
an internationally respectable success for the new Feder-
al Minister Dr. Karsten Wildberger if he manages to lead 
Germany from digital dependency to digital sovereignty. If 
he successfully launches the mammoth project of freeing 
Germany from its strategic dependence on Microsoft 
products during his first term of office, and is also pre-
pared to stand up to the hitherto near untouchable tech 
giant Microsoft, insofar as it is in the interests of the Ger-
man state, he would have done credit to his reputation as 
a crisis manager for major IT projects. It would not only 
be a political success, but in the best-case scenario also 
an economic stimulus program for the domestic digital 
economy and a valuable increase in digital freedom of 
choice and decision-making for everyone.

In the long term, the federal and state 
governments should ask themselves: 
wouldn’t it be better to invest tax-
payers’ money, which is spent every 
year on licensing costs for Microsoft 
products, in a diverse network of IT 
providers that reduces excessive de-
pendence on a single monopolist and 
enables digitally sovereign solutions? 

It is a good sign that the new Federal 
Ministry for Digitalisation and State Mod-
ernisation (BMDS) is planning an entire 
department for the “Germany Stack”. 

https://www.bertelsmann-stiftung.de/en/our-projects/reframetech-algorithmen-fuers-gemeinwohl/project-news/eurostack-a-european-alternative-for-digital-sovereignty
https://www.heise.de/hintergrund/Wie-der-Deutschland-Stack-den-Durchbruch-fuer-die-Digitalisierung-bringen-soll-10376056.html
https://gaia-x.eu/
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